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Background

The purpose of the audit was to achieve the following:

e Ensure that the smart contract functions as intended.
e Identify potential security issues with the smart contract.

The information in this report should be used to understand the risk exposure of the smart
contract, and as a guide to improve the security posture of the smart contract by remediating
the issues that were identified.

Project Information

e Platform: Binance Smart Chain
e Contract Address: 0xce92d12f231ee76e8751b5547ebc844h741e44bb

e Code Source: https://bscscan.com/address/0xce92d12f231ee76e8751b5547ebc844h741e44bb#tcode

Contracts address deployed to test net (Binance )
Dream Token smart contracts on Binance test-net by the auditor to test every function .

https://testnet.bscscan.com/address/Oxbea7301c86934488ac0b45986a388b506812a0f4



https://bscscan.com/address/0xce92d12f231ee76e8751b5547ebc844b741e44bb#code
https://testnet.bscscan.com/address/0xbea7301c86934488ac0b45986a388b506812a0f4

Token Information:

Name Dream

Symbol WIN

Total supply 1,0000,000,000

Decimals 18

Marketing Fee 2%

Liquidity Fee 2%

Devolvement Fee 2%

Marketing Wallet 0xaE7844a5B9325d7B4Bf11EBa223f867E3b29cDD9
Devolvement Wallet OxB9EEE71FfA3e50E39¢377BD014b5212E93e15E22
Dead wallet 0x000000000000000000000000000000000000dEaD
Number of token to sell to 5000000

add liquidity

PCS V2 Pair 0x38456886D70dC01F5c6b188a660BC869C2cfc169
PCS V2 Router 0x10ED43C718714eb63d5aA57B78B54704E256024E




Executive Summary

According to our assessment, the customer’s solidity smart contract is Well Secured. The team fix the high
issue.

Automated checks are with remix IDE. All issues were performed by the team, which included the
analysis of code functionality, manual audit found during automated analysis were manually
reviewed and applicable vulnerabilities are presented in the audit overview section. The general
overview is presented in the Project Information section and all issues found are located in the
audit overview section.

Team found O critical, 1 high, 0 medium, 1 low, 0 very low-level issues and 1 note in all solidity files of the
contract

The files:

Dream.sol



File and Function Level Report

File in Scope:

Contract Address

Contract Name SHA
256
hash

2135dc59ffe59fd874a54b8d| Oxce92d12f231ee76e8751b5547ebc844b741e4
eeaebadc77585efb626df886| 4bb
5bf847109fb23457

Dream.sol

Contract: Dream

Inherit: Ownable, IBEP20

Observation: All passed including security check
Test Report: passed

Score: passed

Conclusion: passed

Function Test Type/ Score
Result Return Type
name v Read / public Passed
symbol v Read / public Passed
decimals v Read / public Passed
totalSupply v Read / public Passed
allowance v Read / public Passed
balanceOf v Read / public Passed
_decimals v Read / public Passed
owner v Read / public Passed
_ totalSupply v Read / public Passed
DeadWalletAddress v Read / public Passed
MarketingWalletAddress v Read / public Passed




DevelopmentWalletAddre v Read / public Passed
sS

isExcludedFromTax Read / public Passed
swapAndLiquifyEnabled Read / public Passed
numTokensSellToAddTo v Read / public Passed
Liquidity

Total TaxFee v Read / public Passed
uniswapV2Pair v Read / public Passed
uniswapV2Router v Read / public Passed
approve v Write / public Passed
transferFrom v Write / public Passed
transfer v Write / public Passed
excludeFromfee v Write / public Passed
includeFromfee v Write / public Passed
increaseAllowance v Write / public Passed
decreaseAllowance v Write / public Passed
renounceOwnership v Write / public Passed
sztSwapAndLiquinynabl v Write / public Passed
e

UpdateNoOfTokensSellT v Write / public Passed
oGetReward

UpdateTaxFees Write / public Passed
UpdateWallets Write / public Passed
transferOwnership Write / public Passed




Issues Checking Status

Issue Checking
Description Status
1 | Compiler warnings. Passed
2 | Race conditions and Passed
Reentrancy. Cross-function
race conditions.
3 | Possible delays in data delivery. Passed
4 | Oracle calls. Passed
5 | Design Logic. Passed
6 | Timestamp dependence. Passed with
notes
7 | Integer Overflow and Underflow. Passed
8 | DoS with Revert. Passed
9 | DoS with block gas limit. Passed with
notes
10 | Methods execution permissions. Passed
11 | Economy model. If application logic is based on Passed
an incorrect economic model, the application
would not function correctly and participants
would incur financial losses.
This type of issue is most often found in
bonus rewards systems, Staking and
Farming contracts, Vault and Vesting
contracts, etc.
12 | The impact of the exchange rate on the logic. Passed
13 | Private user data leaks. Passed
14 | Malicious Event log. Passed
15 | Scoping and Declarations. Passed
16 | Uninitialized storage pointers. Passed
17 | Arithmetic accuracy. Passed




Severity Definitions

Risk Description
Level
Critical Critical vulnerabilities are usually straightforward to
exploit and can lead to tokens loss etc.

High High-level vulnerabilities are difficult to exploit;
however, they also have significant impact on smart
contract execution,

e.g. public access to crucial functions
Medium Medium-level vulnerabilities are important to fix;
however, they can’t lead to tokens lose

Low Low-level vulnerabilities are mostly related to
outdated, unused etc. code snippets, that can’t have
significant impact on execution

Note Lowest-level vulnerabilities, code style violations and
info statements can’t affect smart contract execution
and can be ignored.




Audit Findings

Critical:

No Critical severity vulnerabilities were found.

#Logic errors

Description

This smart contract has devolvement and marketing fees it should go to 2 addresses but after the auditor
tests it all fees go to the smart contract address, not to the wallets address, and you can check these
transactions:

https://testnet.bscscan.com/tx/0x395815d1b03c2f700cfc6f8474bb79d9715bda0084971325¢c84d0d66d5d328¢
b

https://testnet.bscscan.com/tx/0x259971cd941f51d7159f6378bf9972cdf8fec99821cdasdf506e8c2f93a725f1

the code:

uint256 amountReceived = amount - (totalTax);
_balances[address (this)] += totalTax;
_balances[sender] = balances[sender] - amount;
_balances[recipient] += amountReceived;
if (totalTax > 0) {
emit Transfer (sender, address(this), totalTax);

}

emit Transfer (sender, recipient, amountReceived);

}
Remediation

Redesign the function and make it send the fees to devolvement wallet and
marketing wallet.

Status: Closed. Fixed in version 2, and you can check here

https://testnet.bscscan.com/tx/0x46252b4191047¢30517¢906d8115b2ee861eb5b0c5d01
661al181ad4010c64ad

No Medium severity vulnerabilities were found.


https://testnet.bscscan.com/tx/0x395815d1b03c2f700cfc6f8474bb79d9715bda0084971325c84d0d66d5d328cb
https://testnet.bscscan.com/tx/0x395815d1b03c2f700cfc6f8474bb79d9715bda0084971325c84d0d66d5d328cb
https://testnet.bscscan.com/tx/0x259971cd94ff51d7159f6378bf9972cdf8fec99821cda5df506e8c2f93a725f1
https://testnet.bscscan.com/tx/0x4625f2b4f9f047c30517c906d81f5b2ee861eb5b0c5d01661a181ad4010c64ad
https://testnet.bscscan.com/tx/0x4625f2b4f9f047c30517c906d81f5b2ee861eb5b0c5d01661a181ad4010c64ad

Low:

#Use of block.timestamp for comparisons

Description
The value of block.timestamp can be manipulated by the miner.

And conditions with strict equality is difficult to achieve -
block.timestamp

Remediation
Avoid use of block.timestamp

Status: Acknowledged
Very Low:

No Very Low severity vulnerabilities were found.
Notes:

#Naming Conventions

Description
The contract follows a consistent naming convention where we are private variables with leading" " and

public variables without it. But we have missed to comply to the condition for certain variable names "
totalSupply " which is public.

Remediation
Remove " " from external variable names and add it to private variable names.

Status: Acknowledged



Automatic Testing
1- Check for security

2135dc59ffe59fd874a54b8decaebadc77585efb626df8865bf847109fb23457

Critical
File: Dream.sol | Language: solidity |~ Size: 23821 byles | Dafe: 2023-02-11T12:25:33.018Z 0
SOLIDITY STATIC ANALYSIS =] SOLIDITY STATIC ANALYSIS =
¥ Select all ¥ Autorun m
v ERC
¥ Security
v Select ERC
v Select Security
v Transaction origin: ¥ ERC20:
‘1x.origin' used ‘decimals’ should be 'uint8'
¥ Check-effects-interaction:
Potantial reentrancy bugs
¥ Inline assembly: %
Inlirie assembly used ~ Miscellaneous
¥ Block timestamp:
Can be influenced by miners v Select Miscellaneous
¥ Low level! calls: v .
Shouldonly be used by COI'\St'ant/Vmw[Pure
experienced devs functions:
v Block hash: Potentially constant/view/pure
Can be influenced by miners functions
v Selfdestruct:

Contracts using destructed
contract can be broken

~ Gas & Economy

v Select Gas & Economy

¥ Similar variable names:
Variable names are too similar
¥ Noreturn:
Function with 'returns' not
returning
v Guard conditions:
Ensure appropriate use of

¥ Gas costs:

Too high gas requirement of require/assert
functions v Result not used:

- i 3 "
Talgonlocatcalls: - : Theresult of an operation not
Invocation of local functions via =
‘this* usegd

v Delete dynamic array: ¥ String length:

Use requirefassert to ensure Bytes length != String length
complete deletion v Del t d 3

¥ For loop over dynamic array: elete from ynam'? aray:
Iterations depend on dynamic delete' leaves a gap in array
array's size ¥ Data truncated:

v

Ether transfer in loop:
Transferring Ether in a
for/while/do-while loop

3-  Inheritance graph

IBEP20

Ownable

IUniswapV2Factory

Division on intfuint values
truncates the result

IUniswapV2Pair

High
4]

Medium Low Nofe
(4] V] 0

IUniswapV2Router02

IUniswapV2Router0l



4-

SOLIDITY UNIT TESTING

SOLIDITY UNIT TESTING v

Test your smart contract in Solidity.

Select directory to load and generate test
files.

Test directory:

tests Create

Generate How to use...

Select all

tests/Dream_test.sol

Progress: 1 finished (of 1)
PASS testSuite (tests/Dream_test.sol)

v, . Before all e
v Check’success 3
v Check success2 £

v Check failure

=0

v Check sender and value

=0

Result for tests/Dream_test.sol
Passed: 5

Failed: O

Time Taken: 0.14s



5-  Call graph




Unified Modeling Language (UML)

veispender: aciress, amount: uintz36): bool
akdress,

Putlic:
<<epents> Transferifrom: mmmmu

<<event>>

b "

<entetacer>
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factory): adaress
WETH): addvess
10; address, desctio: 256, sndunty
iret unt2s, P umus. HETH: k256, lndiy: i
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Teservel
w256, (amountOut: unt256)
w286,
getAmauntsOutlamountin: urk2 56, path: address(]. famounts: urt256(])
getAmountsiniamountOut: uink2 56, path: address|11: (amounts: unt256()) ‘
<<intertace»>
r <<ntetaces> ‘
Extemal Wniswaph Foutera?
fee):adress
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it it sodressl, 1o aciess, deadine; nase)
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<<events PurCrestedliokend: adress, tokend.: address, pair. pdress, ww//
-

_balarces: magpinglagdietsm> un25E|

isEchatedFromPee: magping(atiress = xbos)

“rame: sting

_3ymbot: string

rkemal:

qudtyfee: unt2ss

_DevelopmentFee: unt236

MarketingFee: uri256
Public:

decimais: unc256

e intertace>>
totalSupgiy: uinta3e o
Desllnlethdess atess L
Marketingwallesaddress: address

asdress

Ttalaxes: untd36 E”'..J.'L.-m

fesDenominator: U236 symboll):

el d decmais() et

et totaiSapplyl: uint256

'W““"E' - - balaceQfiownes; acdess): int
rumRkersSeRAGToLiqudRy. urtz56 Sowancximmer ddess. L

J vaie w256 kool
prvae: transterila: aodvess, value: unt256): bool
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TransferasiressE THIrCEent: adress, amount: uint256) DOMAIN SEPRRATOR() ttes32
‘smooAndLiquifyicontractkenBalance: PERMIT_TYPEHASH(: stn
uine256, muwwwmvm Uin'256, deadline: 236, v NS, F: bytes 3, s bytesad)

MINIMUM_LIQUIDITYY): unt256
addess

<cevent>> SwaphndLiquifyEnsbiedliptated enabled: bool)
56,

_approveiowner airess, spender address, amourt: u256) fackoryl;
transterisender: address, fecpiest: sddress, amount: Unt256) tokend(): address
token (: address:
<cgayabie> ull) getReserves(): 12, reservel:
e} strig wdativelasti): wet256
3 pricelCamulativelast: w256
decmasl usti36 Klast(: uni256
burmito: address): (amourt0: wint256, amount]: U261
‘SWaplamOUNOOUE uint238, amourtlOut: U236, to: e, data: Bytes)
ncludeifee(account: skimiio: adress)
sEnchudedFromTa[add. address): bool symel)
addess address) it
unt2se, 6 )
UpdateNoOfbkensSelbG ethewardlthvestoidialue: wnt256) < > ¢ address, valee: unt256)
setswapiaLiqutyEnsbied ensbled: toal) <<event>> Tansferffrom: adress, to: acress, value: uint256)
Pubic: P > Bumisender: adiess, : : 236, to: adress)
<<event>> Swaplsender adkess, amountOin: uet258, amaunt1in: unk256, amount0OuL: wnk256, amaus
address, status: buch) <<event>> Syncireserved: uintl12, reservel: unt112)
<<event> > TarfeeUpoate & Taees: uni256)

<<modfier>> lockTheSwagl)
constngtert)

transferfrom (sender: addess, recpnt: address, mounk: URM256): beol

BE10uE: Lint2S6, to: addvesc)

EGLELRVITHY
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Functions signature

Sighash | Function Signature

39509351 => increaseAllowance(address,uint256)

18160ddd => totalSupply()

70208231 => DbalanceOf (address)

a9059cbb => transfer (address,uint256)

dd62ed3e => allowance (address,address)

095ea7b3 => approve (address,uint256)

23b872dd => transferFrom(address,address,uint256)

119df25f .=> msgSender ()

8b49d47e => msgData ()

8dabcbbb =>" owner ()

715018a6 =>_ - renounceOwnership ()

£2fde38b => _transferOwnership (address)

01l7e7e58 => feeTo ()

094b7415 => feeToSetter ()

e6a43905 => getPair (address,address)

le3dd18b => allPairs (uint256)

574f2ba3 => allPairsLength()

c9c65396 => createPair (address,address)

f46901led => setFeeTo(address)

al2eldafo => setFeeToSetter (address)

Oofdde03 => name /()

95d89b41 => symbol ()

313ceb567 => decimals ()

3644e515 => DOMAIN SEPARATOR ()

30adf81lf => PERMIT TYPEHASH ()

7ecebe00 => nonces (address)

d505accf =>" permit (address,address,uint256,uint256,uint8,bytes32,bytes32)
ba%a’7a56 => MINIMUM LIQUIDITY ()

c45a0155 => "factory()

0dfel681 => tokenO ()

d21220a7 => tokenl /()

0902flac => getReserves/()

5909c0d5 => price0CumulativelLast ()

5a3d5493 => pricelCumulativelLast ()

7464fc3d => kLast ()

8%9afcb44 => Dburn(address)

022c0d9f => swap(uint256,uint256,address,bytes)

bc25cf77 => skim(address)

fffécae9 => sync()

485cc955 => initialize (address,address)

adb5c4648 => WETH()

e8e33700 =>
addLiquidity<(address,address,uint256,uint256,uint256,uint256,address,uint256)
£305d719 =>  addLiquidityETH (address,uint256,uint256,uint256, address,uint256)
baa2abde =>

removelLiquidity (address,address,uint256,uint256,uint256,address,uint256)
02751cec => removelLiquidityETH (address,uint256,uint256,uint256,address,uint256)
2195995¢c =>

removelLiquidityWithPermit (address,address,uint256,uint256,uint256, address,uint256,b

ool,uint8,bytes32,bytes32)

ded9382a

removelLiquidityETHWithPermit (address,uint256,uint256,uint256,address,uint256,bool,u
int8,bytes32,bytes32)

I8 Eg Ly Y]

=>
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“rmapEitacEfodhdf et Sfa(uint25dd Jui sifise Cafldchisis T fdcbels el | L Af2

[}

-1 f < _mrd

(0

EY)



8803dbee
7f£36ab5
4a25d9%4a
18cbafeb
fb3bdb41l
ad6lbdec
054d50d4
85f8c259
dO6ca6lf
1£f00ca74
af2979%eb

removeLiquidityETHSupportingFeeOnTransferTokens (address,uint256,uint256,uint256, add
ress,uint256)

5b0d5984

removelLiquidityETHWithPermitSupportingFeeOnTransferTokens (address,uint256,uint256,u

=>

swapTokensForExactTokens (uint256,uint256,address[],address,uint256)

swapExactETHForTokens (uint256,address[],address,uint256)

swapTokensForExactETH (uint256,uint256, address[], address, uint256)
swapExactTokensForETH (uint256,uint256, address|[], address,uint256)

swapETHForExactTokens (uint256,address[],address,uint256)

quote (uint256,uint256,uint256)
getAmountOut (uint256,uint256,uint256)
getAmountIn (uint256,uint256,uint256)
getAmountsOut (uint256,address[])
getAmountsIn (uint256,address|[])

int256,address,uint256,bool,uint8,bytes32,bytes32)

5c11d795

swapExactTokensForTokensSupportingFeeOnTransferTokens (uint256,uint256,address[], add
ress,uint256)

b6f9de95 =>
swapExactETHForTokensSupportingFeeOnTransferTokens (uint256,address[],address,uint25
6)

791ac9%47 =>
swapExactTokensForETHSupportingFeeOnTransferTokens (uint256,uint256,address[], addres
s,uint256)

104e81ff =>  approve (address, address,uint256)
ad457c2d7 => decreaseAllowance (address,uint256)
437823ec => excludeFromFee (address)

ea2f0b37 => includelInFee (address)

cb4ca63l ~=> isExcludedFromTax (address)

b21b3fdc => TUpdateWallets (address, address)

92e6al63 => UpdateTaxFees (uint256,uint256,uint256)
9429b9fe =>. UpdateNoOfTokensSellToGetReward (uint256)
c49b9%9a80 => _setSwapAndLiquifyEnabled (bool)

30e0789%9e =>  transfer (address,address,uint256)
fe784eaa => swapTokens (uint256)

4a8dalch5 => transferToAddressETH (address,uint256)
173865ad => swapAndLiquify (uint256)

e56a645e => swapTokensForETH (uint256)

9cd44lda => addLiquidity(uint256,uint256)

=>

JdeATik



Automatic general report

Files Description Table
| File Name | SHA-1 Hash |

| /Users/macbook/Desktop/smart contracts/Dream.sol |
12b52c5974967beo6d7d33e2a6b2cd3eal3aabob0l |

Contracts Description Table

| Contract | Type | Bases \ |

L | **Function Name** | **Visdbility** | **Mutability** |

*Modifiers**

[T

**TBEP20** | Interface | ] ]

L totalSupply J+External H | INOﬂ |

balanceOf | External U | INOH |

transfer | External u | | NO |

allowance | External u | INOY |

approve | External u | © INOU |

transferFrom | External H | © INOH |

|
ontext** | Implementation | [ 1]

_msgSender | Internal Eﬁl |

_msgData | Internal @ | [

|
wnable** | Implementation | Context []]
<Constructor> | Public H | © INOU |

owner | Public u | INOH |

renounceOwnership | Public ﬂ | © | onlyOwner |
transferOwnership | Public ﬂ | © | onlyOwner |

* #Z

* —

* —

* —

|

UniswapV2Factory** | Interface | [ 1]
feeTo | External u | INOH |
feeToSetter | External [ | Inof |
getPair | External u | |NOﬂ |

allPairs | External ﬂ | INOH |
allPairsLength | External ﬂ | 1Noﬂ |
createPair | External H | © INOU |
setFeeTo | External u | © INOH |
setFeeToSetter | External ﬂ | © INOH |

|

UniswapV2Pair** | Interface | [ 1]
name | External H | INOH |
symbol | External u | INOﬂ |
decimals | External u | INOﬂ |
totalSupply . | External H | INOH |
balanceOf | External [ | Inof] |
allowance | (External u | INOH |
approve | External u | © INOU |
transfer | External u | © INOU |
transferFrom | ‘External H | |NO |

| MOYECTIN fSERERACH e | FejEeitipzlis rr'1 T Npuil 23 f OESTAIA N IR, JdEeTiR

* —

T L = L T e L e R T L LT

-rrmrrrmerrr*—rrrrrrrrrrr*X— rrrrrr-*— r—rrr*X—rrrrrrr

-



PERMIT TYPEHASH | External I | o
nonces | . ExXternal u | INOY |

permit | External u | © \NOH |

MINIMUM LIQUIDITY | External [ | INof |
factory | External u | |NOH |
tokenO0 | External ﬂ | INOH |
tokenl | External u | |NOH |
getReserves | External ﬂ | |NO% |
priceOCumulativelLast | External | INOH |
pricelCumulativelLast | External ﬂ | INOH |
kLast | External [ | Inof] |
burn | External [ | |NOj
swap" | External ﬂ | INOﬂ
skim " External ﬂ | INOH
|noj

000®

|
|
|
sync ‘" External H | |
initialize | External U | © INOH |

c —

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

IUniswapV2Router0l** | Interface | ] ]

| factory | External u | INOD |

| WETH | External [ | Inoj |

| addLiquidity | External H | © INOH |
| addLiquidityETH | External-] | EE |nof |
| removeLiquidity | External ﬂ | © INOH |

| removeliquidityETH | External H \ © INOH |
| removelLiquidityWithPermit | External |

| removeliquidityETHWithPermit | External H

| swapExactTokensForTokens | External u | © |
| swapTokensForExactTokens | External u | © |
| swapExactETHForTokens | External | E{L] |NOH
| swapTokensForExactETH | External H | © INOH
| swapExactTokensForETH | External E | E
| swapETHForExactTokens | External [

| quote | External u | INOH |

| getAmountOut | External H | INOH |

| getAmountIn- | External H | |Noﬂ |

| getAmountsOut | External ﬂ | INOH |

| getAmountsIn | External ﬂ | INOﬂ |

|
T
|
|

E@ |~o

(:‘_

niswapV2Router02** | Interface | IUniswapV2Router0l |||
removelLiquidityETHSupportingFeeOnTransferTokens | External ﬂ | © INOﬂ |
removeLiquidityETHWithPermitSupportingFeeOnTransferTokens | External u |

=z
rorm*—rrrm—rrrrrrrrrrrr*%— r—rrrrrrrrrr~r

| swapExactTokensForTokensSupportingFeeOnTransferTokens | External u | © INOH

| swapExactETHForTokensSupportingFeeOnTransferTokens | External u | @iz |NOH |
| swapExactTokensForETHSupportingFeeOnTransferTokens | External u | © INOH |
|

Dream** | Implementation | Ownable, IBEP20 |||
|

|

|

|

|

|

|

|

|

!

* —

<Construector> | Public H | © INOU |
name | External u | INOH |

symbol | “External u | INOH |
decimals |~External u | INOH |
totalSupply | External u | |NOH |
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Conclusion

The contracts are written systematically. Team found no critical issues. So, it is
good to go for production.

Since possible test cases can be unlimited and developer level documentation (code
flow diagram with function level description) not provided, for such an extensive smart
contract protocol, we provide no such guarantee of future outcomes. We have used
all the latest static tools and manual observations to cover maximum possible test
cases to scan Everything.

Security state of the reviewed contract is “Well Secured”. After fixing the logic errors.

v No mint function.
v Novolatile code.
v No high severity issues were found.



Disclaimer

This is a limited report on our findings based on our analysis, in accordance with good industry
practice as of the date of this report, in relation to cybersecurity vulnerabilities and issues in the
framework and algorithms based on smart contracts, the details of which are set out in this report.
In order to get a full view of our analysis, it is crucial for you to read the full report. While we have
done our best in conducting our analysis and producing this report, it is important to note that you
should not rely on this report and cannot claim against the team on the basis of what it says or
doesn’t say, or how team produced it, and it is important for you to conduct your own independent
investigations before making any decisions. team go into more detail on this in the below
disclaimer below — please make sure to read it in full.

By reading this report or any part of it, you agree to the terms of this disclaimer. If you
do not agree to the terms, then please immediately cease reading this report, and
delete and destroy any and all copies of this report downloaded and/or printed by you.
This report is provided for information purposes only and on a non-reliance basis, and
does not constitute investment advice. No one shall have any right to rely on the report
or its contents, and Saferico and its affiliates (including holding companies,
shareholders, subsidiaries, employees, directors, officers and other representatives)
(Saferico s) owe no duty of care towards you or any other person, nor does Saferico
make any warranty or representation to any person on the accuracy or completeness of
the report. The report is provided "as is", without any conditions, warranties or other
terms of any kind except as set out in this disclaimer, and Saferico hereby excludes all
representations, warranties, conditions and other terms (including, without limitation, the
warranties implied by law of satisfactory quality, fithess for purpose and the use of
reasonable care and skill) which, but for this clause, might have effect in relation to the
report. Except and only to the extent that it is prohibited by law, Saferico hereby
excludes all liability and responsibility, and neither you nor any other person shall have
any claim against Saferico, for any amount or kind of loss or damage that may result to
you or any other person (including without limitation, any direct, indirect, special,
punitive, consequential or pure economic loss or damages, or any loss of income,
profits, goodwill, data, contracts, use of money, or business interruption, and whether in
delict, tort (including without limitation negligence), contract, breach of statutory duty,
misrepresentation (whether innocent or negligent) or otherwise under any claim of any
nature whatsoever in any jurisdiction) in any way arising from or connected with this
report and the use, inability to use or the results of use of this report, and any reliance
on this report. The analysis of the security is purely based on the smart contracts alone.
No applications or operations were reviewed for security. No product code has been
reviewed.
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